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1
Decision/action requested

It is requested to approve the TNAP mobility solution
2
References

[1]
3GPP TR 33.887 Study on Security aspects for 5WWC Phase 2
3
Rationale

Below section provide the TNAP mobility solution for KI#4 in TR 33.887[1].
4
Detailed proposal

**** START OF CHANGE ****
6.x
Solution #x: TNAP mobility solution
6.x.1
Introduction 

This solution addresses the security issue due to  TNAP mobility defined in KI#4.

6.x.2
Solution details

6.x.2.1
Procedure 
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Figure 6.x.2-1 TNAP mobility procedure

1. UE is connected to TNAP#1 via the procedure defined in TS 33.501 figure 7A.2.1-1. 

2, 3.
UE decides to move from TNAP#1 to TNAP#2 and creates an L2 connection with TNAP#2.
4, 5, 6.

TNAP#2 sends the L2 EAP-Request for Identity towards the UE and the UE responds back with an L2 EAP-Response with Identity and a TNAP_Mobility_Indication flag. The TNAP2 forwards the EAP response with the TNAP_Mobility_Indication flag towards TNGF..

7,8. 
 Based on the TNAP_Mobility_Indication, the TNGF checks if the stored context in step 1 is valid and then derives the TNAP’ keys as described in section 6.x.2.2 of this document. The TNGF responds back to TNAP#2 with the generated key. In TNAP#2, the newly received TNAP key is considered as Pairwise Master Key (PMK). 
9, 10,11.
The TNAP#2 sends an EAP-notification back to the UE with the update flag. Based on the flag, UE updates the counter and derives the keys. A 4-way handshake is executed (see IEEE 802.11) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air.

NOTE: If the UE gets the new IP configurations from TNAP2, then the UE updates the SA address using IKE informational request "UPDATE_SA_ADDRESS" to TNGF for further communications.

6.x.2.2
Key derivation 
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Derivation of KTNAP' from KTNGF during mobility use the following input parameters.

-
FC = 0xWX

-
P1 = COUNT,

-
L1 = length of COUNT (i.e. 0x00 0x04)

The input key KEY shall be KTNGF.

In this case, the COUNT shall be the downlink NAS COUNT of the Non-3GPP access.
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